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Executive Summary InSecTT

1 EXECUTI VE SUMMARY

This document is a summary of InSecTT Demonstrators available after Y2 of the project. Each of
the Use Cases described status of preparation of the demonstrators with detailed information about
localization, presented scenarios as well as TBBs deployed.

It is worth to mention, that the consortium delivers the description of the demonstrators in each year
of the project. The form of presentation of the information is different in each yeari Year 1 deliverable
was prepared as a brochure and this form is also to be used in Y3. This document that includes
summary of demonstrators in Y2 is presented as a typical deliverable that follows official structure
of such a document.

Keywords: demonstrators, InSecTT demonstrators, industrial demonstrators
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2 OBJECTI VES

The overall objectives of InSecTT (as defined in Description of Work [1] (DoW)) are to develop
solutions for (1) Intelligent, (2) Secure, (3) Trustable (4) Things applied in (5) industrial solutions for
European industry throughout the whole Supply Chain (6). More precisely:

0} Providing intelligent processing of data applications and communication characteristics
locally at the edge to enable real-time and safety-critical industrial applications

2) Developing industrial-grade secure, safe and reliable solutions that can cope with
cyberattacks and difficult network conditions

3) Providing measures to increase trust for user acceptance, make Al/ML explainable and give
the user control over Al functionality

4) Developing solutions for Internet of Things, i.e., mostly wireless devices with energy- and
processing-constraints, in heterogeneous and also hostile/harsh environments

(5) Providing re-usable solutions across industrial domains

(6) Methodological approach with the Integral Supply Chain, from academic, to system designers
and integrators, to component providers, applications and services developers & providers and end
users

WP5 ensures fulfilment of listed objectives through different activities which are described in detalil
in WP5 deliverables.

Obijectives of this deliverable are defined as follows:
9 Present current status of demonstrator preparation in Y2

Deliver detailed description of demo test sites

1

91 Describe the scope of demonstrators

1 Present deployment of Technology Building Blocks in different Use Cases
1

Present key achievements in Y2 in terms of demonstrator preparation
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3 DESCRI PTI ON OF WORK
3.1 Use Case 5.1 - Wireless Platooning Communications

3.1.1 Planned demonstrators

For use case 5.1, three demonstrators are planned: Demonstrator A, for demonstrate how 5G can
reduce the latency for communications in scenarios of emergency breaking, Demonstrator B, to test
the reliability of communications inside a highly multipath scenario such as a tunnel and finally
Demonstrator C, to evaluate platooning protocols, reduce latency and improve reliability in scenarios
of dense traffic such as an urban scenario.

3.1.1.1 Demo A'i Single platoon BS scenario

3.1.1.1.1 General information

This demonstrator comprises of a single platoon and one base station (BS) where each vehicle as
well the BS are assumed to have multiple antenna transceiver. A BS is assumed to be used to either
assist or even replace V2V links. Different layers are shown in this demo fromthe o p e r adupgportd s
systems to the physical and channel layer. Different physical and medium access control layer
assumptions are used to model both the channel and the MIMO tool. A Connected Cars Digital Twin
will be used demonstrate the vehicle manoeuvres and V2X communication, where are generated
the platoons and road-side units. The main idea is to show how 5G reduces the latency for platoon
communications in scenarios of emergency breaking. This demo is to be demonstrated in a simulator

as well as in a real setup either with robotic elements or real-life vehicles.

Figure 1 Autonomous cars fabricated as part of the robotic testbed

3.1.1.1.2 Scenarios demonstrated

Latency emergency breaking scenario is considered where platoon entities follow a set of protocols
that allow the breaking signal to be transmitted with high priority towards all the elements of the
formation.

A second scenario considers the implementation of designed protocols and platoon manoeuvres on
a robotic physical testbed.

PU (public) | 1.0 | Final Page 11| 121
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3.1.1.1.3 TBBs demonstrated

TBB 2.2 - Al algorithms for wireless resource and obstacle prediction / Telco OSS's and 5G RAN
simulator

TBB 3.5 - System level evaluation/Large scale emulator with digital twin entities
TBB 2.1 - Hardware emulation
TBB 3.2 - MIMO and wireless MAC-PHY, SIC-NOMA Algorithms and 802.11p communication

3.1.1.1.4 Progress summaryi Y2

Most important information regarding Y2 demonstrator A preparation were presented above,
nevertheless it is important to highlight following milestones that have been achieved:

1 OSS framework allowing the orchestration and management of network elements.
RAN simulator implementing the NR and LTE stack.
Semi-blind signal processing algorithms for conflict resolutions and MIMO decoding.

1

1

1 Channel estimation and prediction using Al.

1 Integration of 802.11p technology into the cars for V2V communication.
1

Physical testbed using robotic autonomous vehicles to collect network statistics about
platooning protocols.

9 Platoon simulation/validation framework study to verify platooning manoeuvres.

In Y3, is expected to improve the algorithms, implement the platoon coordination system and perform
network slicing to prioritize the traffic network. Also is expected to make available a release of the
developed platform for research activities.

3.1.1.2 Demo B i In tunnel propagation and testing

3.1.1.2.1 General information

This demonstrator is derived from Demo A. The objective is to test the reliability of communications
inside a highly multipath reflective scenario under different situations. The tests will be conducted in
a simulator with realistic propagation channels. This scenario will take advantage of the blocks build
in the Demo A such as the OSS and RAN, the Connected Cars Digital Twin. A propagation
electromagnetic model is to be used inside the tunnel for platoon communications. The main idea is
to detect the transition from Manhattan line of sight to non-line of sight to prepare the network,
sending commands to the platoon in order to be aware of this transition.
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Figure 2 V2V platoon MIMO model inside a semi-circular tunnel (lateral view)

3.1.1.2.2 Scenarios demonstrated

Platoon coordination and wireless resource management in tunnels: this scenario considers the
platoon management and coordination controls and communications when travelling inside a tunnel.
3.1.1.2.3 TBBs demonstrated

TBB 2.2 - Al Algorithms for wireless resources and obstacle prediction and telco OSS and 5G RAN.
T3.2: Wireless Resource Management and Spatial Authentication and interference reduction.

T3.5: Large Scale emulator with digital twin entities.

3.1.1.2.4 Progress summaryi Y2

Most important information regarding Y2 demonstrator B preparation were presented above,
nevertheless it is important to highlight following aspects:

I OSS and RAN sim will be derivate from Demo A.

1 Extension of the Manhattan model, accounting for multiple order reflections experienced in
environments such tunnels.

1 For Y3, is expected the improvement of the algorithms and realize the integration the various
components that compose the demonstrator.

3.1.1.3 Demo C1 Platoon resource management system level

3.1.1.3.1 General information

This demonstration involves a system level simulation in a Manhattan grid network with hundreds of
cars and/or platoons interacting with each other's. Realistic propagation models using BSs located
at strategic positions will be used. Basic platoon operations with random vehicle arrival and platoon
formation/destination processes. The objective is to evaluate platooning protocols, reduce latency
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and improve reliability using different technics to optimize the network and the platoon management
in dense traffic conditions.
3.1.1.3.2 Scenarios demonstrated

V2X Communications interference in a traffic congestion: this scenario considers a multiple cell site
and multiple platoon network in urban or dense urban environments. The objective is to evaluate the
performance of the V2V and V2X infrastructure in presence of interference of inter platoon and inter
cell interference.

3.1.1.3.3 TBBs demonstrated

TBB 2.2 - Al algorithms for wireless resource and interference detection / Telco OSS's and 5G RAN
simulator

TBB 2.4/2.5- Trustworthiness SLS

TBB 3.5 - Validation Framework for platoon behaviour and Large Sale emulator with digital twin
entities

3.1.1.3.4 Progress summary i Y2

Most important information regarding Y2 demonstrator A preparation were presented above,
nevertheless it is important to highlight following milestones that have been achieved:

1 Channel Model and physical layer abstraction for MIMO operation is being developed.
1 Manhattan simulator being developed with ability to coordinate multiple platoon environment.

In Y3, is planned to build the platoon control and operation system, integrate the different
components such as Digital Twin with Manhattan Simulator, and validate the E2E demonstrator.

3.2 Use Case 5.2 - Al-enriched Wireless Avionics Resource
Management

3.2.1 Planned demonstrators

3.2.1.1 Demo A

3.2.1.1.1 General information

This demonstrator consists of a set of measurement nodes located across different positions inside
and outside a commercial aircraft. These nodes measure their interference fingerprints as well as
channel variations according to different spatial positions. The objective is to create new data sets
to be used in future WAIC systems to efficiently detect and minimize sources of interference using
multiple antennas or other interference rejection Al (artificial intelligence) algorithms. Channel
modelling will be also included to match the results of measurements (Figure 4).
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Figure 3 Real life situation in the WAIC system. Transmitting device (Tx) mounted in the back of the
airplane may encounter problems while communicating with receiver (Rx) because of intentional
interference created by a jamming device (Jx) mounted outside of the outside of the airplane

Figure 4 WAICs 3D channel model (multi-ray and stochastic geometric) for avionics communications
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3.2.1.1.2 Scenarios demonstrated

GUT will perform measurements of interference on board commercial aircraft and interference
detection/characterization algorithms.

ISEP demonstrates scenario 1 for interference characterisation and a set of Al tools for detecting
and counteracting such interference. We also include the channel model for aircraft in different
situations and the fitting with channel measurements. The idea of these measurements is also to
feed the digital demonstrator of scenario 2.

TUD will provide support to the other partners for demonstrating scenario 1 and 2 by providing
measurement data for making channel models. The nodes for the measurement are ready with TUD
and the experiments will be conducted as part of Y3.

Scenario 1 is interference detection and cancellation. The scenario intense to generate new data
sets to locate properly sources of interference across different locations of an aircraft and train
models that can be used on board aircraft to supress jamming attacks.

Scenario 2 is verification and validation of WAICs using a digital demonstrator or other tools that will
be used to simulate and emulate different layers of the protocol stack of WAICs

Scenario 3 is battery-less devices design, testing, implementation and verification and validation
using a digital simulator.

3.2.1.1.3 TBBs demonstrated

TBB3.2 Channel modelling and measurements

TBB2.2 Al for wireless communications

3.2.1.1.4 Progress summaryi Y2

GUT has performed measurements of interference on board commercial aircraft and interference
detection/characterization algorithms in different settings (see Figure 5 and Figure 6).

Figure 5 Anechoic chamber testing
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Figure 6 Node measurements topology

ISEP has developed an aeronautical multi-ray and stochastic geometric channel model for any type
of aircraft, considering propagation both inside the aircraft and the interactions with external nodes
to the fuselage. We have improved the channel model to consider seats inside the aircraft and some
human passengers introducing absorption models in the literature. In addition, we have improved
the window aperture antenna model to calculate more accurately channel and interference models
between external and internal nodes. The channel model considers reflections of multiple orders,
which makes it an accurate electromagnetic model for multipath propagation. In addition, the channel
model contains both deterministic and stochastic components that could be fitted with
measurements. Therefore, we aim to refine the model based on realistic measurements in different
types of aircraft and with different types of obstacles or in different scenarios. The simulator
architecture used by ISEP to test interference detection and cancellation algorithms based on the
models and measurements of this demonstrator is shown in Figure 7.
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Figure 7 Simulator used by ISEP to use interference and channel measurements to evaluate the use
of Al for interference detection and cancellation

For this demonstration, TUD is working in collaboration with ISEP to provide measurements for
channel characterization. The wireless nodes will be placed inside a commercial 737 fuselage and
measurements will be collected for varying transmission parameters both inside and outside the
fuselage (see Figure 9). The aim of this data is to build channel abstraction models to be used for
the simulator being developed as part of this demonstration.

2% — aymm ey - o
Boeing 737 e Boeing 737
Cockpit Entrancel] = Fuselage ‘

Figure 8 Sensor wireless signal transmission experimental setup inside a Boeing 737 fuselage

3.2.1.2 Demo B

3.2.1.2.1 General information

This demonstrator consists of replicating and emulating all the different physical processes involved
in the design and management of a wireless avionics network onto a digital platform. This includes
the use of a channel model fitted or completely replaced by measurement data, the interactions
between the nodes, and the use of different signal processing algorithms to improve the operation
of this type of network. The simulated environment is called system-level, because it aims to provide
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a system wide overview of the scenario under test including the internal aeronautical network model,
sensor and actuator models, channel propagation and mission scenarios in case of turbulence
simulation. A model of the aircraft for simulation and emulation has also been developed as shown
in Figure 9

-20 -15 -10 -5 0 5 10 15 20 25 30
Figure 9 Aircraft mechanical model for propagation analysis

3.2.1.2.2 Scenarios demonstrated

The digital demonstrator will be used to address aspects of the three scenarios. In the first scenario,
we will use it to test Al algorithms for interference detection and cancellation. In the second scenario,
ISEP simulator is actually the core of all work to be demonstrated, but not only at the interference
level, it also includes aspects of MAC (medium access control) and radio resource allocation level.
In the case of the third scenario, we will use it also for including battery-less devices operational
curves, showing performance in a realistic emulated environment.

The digital demonstrator will be used for the third scenario mainly for showcasing the integration of
battery less devices into WAICs. The battery less wind speed and angle of attack sensor that is being
created by TUD can be incorporated using the developed sensor model into the digital demonstrator.
The sensor model is already developed as part of Y2 and the integration is planned for Y3.

3.2.1.2.3 TBBs demonstrated

TBB3.2 Channel modelling, TB2.2 Al for wireless, TB3.4 Real time wireless, TB3.5 Security testing,
TB2.4 Al V&V

3.2.1.2.4 Progress summaryi Y2

ISEP contribution

ISEP has built the main WAICs simulator with all the necessary pieces to emulate the different
physical processes that are involved in the management and optimization of this type of networks.
The simulator takes input from channel and interference modelling achieved in the demonstrator 1
to generate a virtualized space where more options can be studied and simulated. The simulator
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architecture used by ISEP to perform the digital simulated demonstration of wireless avionics
networks improved by Al is shown in Figure 10.

System level
metrics
Mobility
models PHY layer
Simulatio
Scenario Random
=Ry number ,
generator

Channel
instance

Link quality
and reception

performance ,

2 Reception
pr?;e)zsellng instance

Figure 10 Simulator used by ISEP to validate and verify wireless avionics intra-communications
enhanced by artificial intelligence

TUD contribution

For this demonstration, TUD in collaboration with ISEP will provide wireless channel measurements.
Similar to demonstration 1, the wireless nodes will be placed inside a commercial 737 fuselage and
measurements will be collected for varying transmission parameters both inside and outside the
fuselage. Further TUD can provide sensor models based on the battery less wireless avionics sensor
developed for measuring wind speed and angle of attack. The sensor data can be incorporated into
the digital demonstrator to showcase working of the WAIC.

3.2.1.3 Demo C

3.2.1.3.1 General information

This demonstrator aims to show the benefits of energy harvesting technology to power battery-less
devices on board an aircraft. The demonstrator will show how the performance can be optimized for
this type of devices which promise to reduce energy consumption for wireless avionics
intercommunications. An example of application is shown in Figure 11.
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Figure 11 Example of a passive switches application

3.2.1.3.2 Scenarios demonstrated

ISEP contribution

ISEP will demonstrate all the scenarios with the system level simulator.
TUD contribution

This demonstrator will showcase scenario 3. The battery less wind speed and angle of attack sensor
that has been created by TUD will be integrated into a WAIC using a gateway as part of Y3. The
MAC protocol is being refined and experiments are being conducted to improve the performance
and design of the network. As part of Y3, the gateway equipped with the MAC protocol will be
integrated into the wider WAIC network.

3.2.1.3.3 TBBs demonstrated
TBB 3.5 Security testing, TB3.4 Real time wireless

3.2.1.34 Progress summary i Y2
ISEP contribution

The contribution of ISEP to this scenario is the realistic abstraction modelling of the battery-less
devices to be included in detail in the simulator described in previous demonstrators. The idea is to
perform a realistic system-level evaluation including realistic energy harvesting processes as well as
Markov chains to show dependency on the current energy state of each node. The simulator
architecture used by ISEP to test interference detection and cancellation algorithms based on the
models and measurements of this demonstrator is shown in Figure 12.
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Figure 12 Simulator used by ISEP to provide simulations of battery-less devices with energy
harvesting capabilities in WAICs networks

Scenario

geometry

Link quality

TUD contribution

For this demonstration, TUD will showcase the working of their wireless battery less wind speed and
angle of attack sensor developed for avionics applications. The sensor readings are to be
communicated wirelessly to a one hop gateway. This gateway will be integrated into the WAIC
network. The sensors are shown in Figure 13.

Energy MCU and
Conditioning Sensing
Block Block

Figure 13 Wireless and battery less avionics sensor, called Hermes that simultaneously enables
piezoelectric energy harvesting as well as sensing

Furthermore, TUD has developed a MAC protocol for such energy harvesting sensors and devices
and a communication paradigm to demonstrate the working of such devices in a scaled-up setting
(see Figure 13). This radiofrequency (RF) information harvesting based, channel sensing technique
takes advantage of the energy in the wireless medium to detect channel activity at essentially no
energy cost. This is being developed for event-driven energy harvesting wireless sensing
applications like smart cabins, where wireless sensing is expected not only to contribute to better
flying experiences but also to help airliners reduce costs. Our ultra-low-power MAC protocol, Radio

PU (public) | 1.0 | Final Page 22| 121



Description of Work InSecTT

Frequency-Distance Packet Queuing (RF-DiPaQ) is being developed to this end. The MAC protocol
will be showcased using Energy harvesting battery powered nodes to visualize the working of the
protocol in a network of 30 nodes.

Figure 14 A network of 30 energy harvesting nodes and a gateway in a4 m by 4 m area emulating
multiple harvester events per second for showing TUD's MAC protocol

An example of the testing inside a real aircraft cabin is shown in Figure 15

¥l Boeing 737 Fuselage '

Figure 15 Experiment setup inside fuselage to test energy harvesting MAC protocol
3.3 Use Case 5.3 - Wireless Security Testing Environment for smart 10T
3.3.1 Planned demonstrators

3.3.1.1 Demo A: Security Testing of Vehicle Access System

3.3.1.1.1 General information

Vehicle access systems are used to authenticate users, open doors and activate a vehicle. Security
is critical as previous systems based on RFID or low-frequency communication have been hacked
by intruders in the past.

This demonstrator consists of an Automata Learning (AL) setup that derives a behavioural model of
the system under test (SUT), which is a novel vehicle access system based on Near-field
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Communications (NFC). The learning algorithm, embedded in the test orchestration system, derives
a model of the SUT that is used for security analysis and input for a model-guided fuzz tester that
generates security tests for the SUT.
3.3.1.1.2 Scenarios demonstrated

Scenario 4: Testing a multi-radio vehicle access system

3.3.1.1.3 TBBs demonstrated
1 BB2.4 (Al V&V): Integrate Al tools into the existing security testing core framework
1 BB3.5 (Verification, validation, accountability): Test orchestration platform
1 BB3.5 (Verification, validation, accountability): Track active Bluetooth Low Energy (BLE)
connections
3.3.1.1.4 Progress summary i Y2

The learning setup has been established, and will be demonstrated at the Y2 Review. It will consist
of the demo board (the system-under-test) and a learning setup, consisting of the learning software
running on a laptop and a suitable NFC hardware (e.g. Proxmark3) that can be used to freely issue
NFC commands guided by the learner. The outcome will be an abstract behavioral model of the
system.

3.3.1.2 Demo B: Security Testing of V2x-based Truck Plattoning

3.3.1.2.1 General information
Demo B will show security testing of radio-guided truck platoons based on the Ensemble protocol.

For this, a a Platooning Simulation System will act as system under test (SUT) for the Automotive
Security Testing Demonstrator.

The Platooning Simulation System consists of wireless communication subsystems combined with
simulation nodes. The wireless communication subsystems are based on IEEE802.11p/ETSI ITS-
G5, running an implementation of the secure platooning protocol, defined by the EU multi-brand
truck platooning protocol Ensemble. The simulation nodes simulate parts of the behaviour of the
trucks and the platoon.

The demonstrator shows a security test consisting of forged adversarial messages that forces the
platoon disband and/or issues faulty commands to non-leading platoon members.
3.3.1.2.2 Scenarios demonstrated

Scenario 2: Testing V2X ITS-G5 interface and functionality

3.3.1.2.3 TBBs demonstrated

1 BB3.2 (Dependable (reliable, robust, secure) wireless communication): Stacks and
Verification environment

1 BB3.5 (Verification, validation, accountability): Test orchestration platform

1 BB3.5 (Verification, validation, accountability): Physical layer verification and validation
framework

1 BB3.5 (Verification, validation, accountability): Connected Cars Service Platform &
Connected Cars Digital Twin
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3.3.1.2.4 Progress summary i Y2

An initial version of this setup has been shown at the Y1 review. Since then, the security testing
platform is being extended to inject attacks into an established platoon. This will be demonstrated
by running the attack sequence on the adapted and integrated AVL attack platform.

3.3.1.3 Demo C: Wireless sensor network (WSN) test bed

3.3.1.3.1 General information

This test bed allows automated testing of typical WSN nodes (e.g. based on Bluetooth (BT) /

Bluetooth low-energy (BLE) radios). An overview of the testbed architecture is shown in Figure 16.
The wireless sensor nodes which will be tested are highlighted in dark blue.

Test Verification
ROS-Node

Test Orchestration

Test Orchestration PC

ROS-Node

ROS Communication Framework

4

4

ROS-Master-Node

1t

_ External Testing
" Infrastructure

RF-lamming
Device

Embedded PC

RF-Jamming
ROS-Node

SDR-based
RF Jammer

RF-Measure-
ment Device

Embedded PC

RF-Spectrum-
Acquisition ROS-Node

SDR-based RF
Spectrum Analyzer

Embedded
Host Node

Embedded PC

Hardware Interface
ROS-Nodes

Hardware Interface
Device

Embedded
Host Node

Embedded PC

Hardware Interface
ROS-Nodes

Hardware Interface
Device

Wireless Embedded
Device-Under-Test 1

Wireless Embedded
Device-Under-Test 2

Embedded
PC

Climatic
Emulation
ROS-Node

Climatic
Chamber

Temperature
and Humidity
Emulation

e

Embedded
Host Node

Embedded PC

Hardware Interface
ROS-Nodes

Hardware Interface
Device

Embedded
PC

Energy
Harvesting
Emulation
ROS-Node

Energy
Harvesting

Climate Emulation Cell

Source

Wireless Embedded
Device-Under-Test n

Emulation

Environmental
Energy Source
Emulation

Energy Harvesting
Emulation Cell

System-Under-Test

RF Channel

Figure 16 Wireless embedded device testbed architecture based on ROS

The wireless embedded device testbed consists of the test orchestration PC (Raspberry PI) including
the ROS master node and an OpenAPI implementation to access and control the testbed. Besides

the test orchestration PC,thecur r en't

i nst al

| at

i consistsaof thrde @rivb@ddled |

host nodes (Raspberry Pls) connecting one WNP (wireless sensor network base station) and two
wireless sensor nodes. The three connected devices represents the system-under-test. One
embedded host node and a connected device-under-test (nRF52840 development kit) is shown in

Figure 17.
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Figure 17 Embedded host node (Raspberry PI) and connected device-under-test (nRF52840
development Kit)

The API is based on an OpenAPI specification and accessible for humans and machines. The
current state of the testbed API is shown in Figure 18.

PU (public) | 1.0 | Final Page 26 | 121



Description of Work InSecTT
ROS General ROS commands in the Testbed ~
| [/tbfglobalstatuslistener/start Start listening to the ROS topic “statusinfo”. (W ‘
| /tb/globalstatuslistener/status_journal Returns the globsl statusinfo (ROS topic) stored in the bufferfile. ~ ‘
| /tb/globalstatuslistener/stop Stop listening to the ROS topic "statusinfo”. ~ ‘
| /tb/ros/nodes Retumns a list of ros nodes. e ‘
| /tbfrosftopiclistener/start Stars listening to 8 ROS topic and start buffering to buffer-file ¥ ‘
| /tbfros/topiclistener/status_journal Retumnsthe content of a given ROS topic stored in the buffer-file e ‘
| /tb/ros/topiclistener/stop Stop listening to a given ROS topic. o ‘
| /tb/ros/topics Returnsa list of ros topics ~ ‘
EHN Specific testbed commands on all EHN's or a defined EHN ~
| /tb/ehn/reset/hold_in_reset_all Startresetting all ehns’ connected devices. ~ ‘
| /tbfehn/reset/release_from_reset_all Stopresetting all ehns’ connected devices. A ‘
| /tbfenn/ {ehnname}/flashing/flash_hex_file Upload HEX file A ‘
| /tb/ehn/{ehnname}/flashing/jlinkprogrammer/start Starting remctely jlinkpregramming node service on given ehn s ‘
| /tb/ehn/ {ehnname}/flashing/jlinkprogrammer/stop Stopsthe programming node service [ ‘
| /tb/ehn/ {ehnname}/flashing_reset_status Returns the status of the |ast flashing and/or resetting process of an ehn. ~ ‘
| /tb/ehn/{ehnname}/reset/hold_in_reset Startresetting of one ehn's device ¥ ‘
| /tbfehnf{ehnname}/reset/release_from_reset Stopresetting of one ehn's device. ¥ ‘
| /tb/fehn/{ehnname}/uartlistener/start Startingremotely aros listining node, which publicize the uart info on & ros topic [uartZros bridge) N ‘
| /tb/ehn/{ehnname}/uartlistener/stop Stops the uart ros listining node o ‘
Special Unique running commands in the Testbed ~
| /tb/special/wnp/pyhat/start Staring remotely pyhst node service on given ehn v ‘
| Jtb/special/unp/pyhat/stop stop global pyhat node service G ‘
| /tb/special/wnp/sensor_nodes Returns a list of if nodes. A ‘
| /tbfspecial/unp/unp_cmd_parse Uplosd s pyhst command file to the wnp A ‘
| /tbfspecial/wunp/wnp_cmd_send send s pyhst command line to wnp s ‘

Figure 18 Current state of the OpenAPI of the wireless embedded device testbed

3.3.1.3.2 Scenarios demonstrated

Scenario 1: Testing BT/BLE wireless interface of a head unit

3.3.1.3.3 TBBs demonstrated

1 BB2.2 (Al on communication level): Energy effi. comm. anomaly detection (req. 310)

1 BB2.3 (Al on computational level): Device anomaly detection (req. 311)

1 BB3.2 (Dependable (reliable, robust, secure) wireless communication): Secure

communication / lifetime security concept (req. 312)
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1 BB3.2 (Dependable (reliable, robust, secure) wireless communication): Interference and
jamming test (req. 435/313)

BB3.5 (Verification, validation, & accountability): Automated wireless testbed (req. 316)
BB3.2 (Dependable (reliable, robust, secure) wireless communication): Test Oracle

1 BB3.3 (Real-time monitoring and response): Interference Detection / Wireless interference
verification (req. 314)

1 BB3.4 (RT critical communication): Routing algorithm

3.3.1.3.4 Progress summary i Y2

An initial version of the WSN TB has been shown at the Y1 review. Since then, it was extended by
a communication architecture based on the Robot Operating System (ROS). ROS acts as a
middleware to connect each device of the testbed and distributes the messages between the
communication participants. This modular approach allows to add and combine different
components for additional skills, like jamming, to be shown at the Y2 review. A special focus of the
Y2 demonstrate will be on the interface of the testbed: first to test different devices under test (UWB
wireless sensor nodes from JKU), second to integrate a jamming device (provided by GUT), third to
integrate interference measurement nodes (from SAL) and to provide the possibility to control the
testbed externally (test orchestration from AVL).

3.4 Use Case 5.4 - Intelligent wireless systems for smart port cross-
domain applications

3.4.1 Planned demonstrators

3.4.1.1 Demo 1T GUT Campus

3.4.1.1.1 General information

All demonstrator scenarios will take place at GUT Campus i outdoor or indoor. The main area of
testing is a parking lot with internal crossroads. The figure below shows a target area of
measurement.
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Figure 19 GUT Campus demo site

GUT has already prepared an infrastructure by mounting communication gateways on the roof of
the building. The gateways connect to the system of data acquisition and visualization.

Gateways can communicate via various communication protocols, such as Bluetooth Low Energy,
Wi-Fi, V2X, LORA, and LTE. A variety of wireless communication can be helpful for all partners to
integrate their systems. The connectivity aims to monitor vehicles' movement and signal quality
within the testing area, but possibilities are unlimited and depend on specific requirements.

According to many integrations with Vemcods iPhysi
documentation was prepared to simplify and clarify integration with each possible partner.

PU (public) | 1.0 | Final Page 29| 121



Description of Work

InSecTT

Contents

» FAQ

Integration documentation

Configuring external system

Integration documentation

Stage #1. Supporting health monitoring integration stage.
Stage #2a. Supporting events types integraticn stage.
Stage #2b. Supporting elements types integration stage.
Stage #3. Supporting elements based integration stage.

Stage #4. Supporting events based integration stage.

In the following documentation we describe how to integrate external system with Vemco's PSIM (Physical Security |nformation Manage ment)

platform. In case of any questions feel free to email lukasz.gonc@vemco.pl.

D Note

Some graphics used within this documentation are mockups yet - user interface and the AP are still being developed. The view on
how to integrate is actual.

Initial step towards integrating an external system with Vemco's PSIM platform reguires creating an external system object within Vemco's
platform {done by iemco). When the integrated / extemal system object is created, you will receive authenticaticn information (via email) for

your integrated system only.
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Figure 20 Screen shot of initial page of PSIM documentation

For each system integrating with PSIM platform, dedicated RabbitMQ queues were prepared to be
used for sending data related to occurring events (alarms) and possible changes in used types of
events and types of elements from the infrastructural point of view.
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m Ra b b |t RabbitMQ 39.13  Erlang 24.2.1
Overview Connections Channels Exchanges m Admin

integration  psim.gut.element-types classic idle 0 0 0
integration  psim.gut.elements classic idle 0 0 0
integration  psim.gut.event-types classic idle 0 0 0
integration  psim.gut.events classic idle 7 0 7 0.00/s 0.00/s 0.00/'s
integration | psim.gut.system-health classic idle 0 0 0 0.00/s 0.00/s 0.00/'s
integration  psim.iss.element-types classic idle 0 0 0
integration | psim.iss.elements classic idle 0 0 0
integration  psim.iss.event-types classic idle 0 0 0
integration | psim.iss.events classic idle 0 0 0
integration  psim.iss.system-heaith classic idle 0 0 0
integration | psim.jku.element-types classic idle 0 0 0
integration  psim.jku.elements classic idle 0 0 0
integration | psim.jku.event-types classic idle 0 0 0
integration  psim.jku.events classic idle 0 0 0
integration | psim.jku.system-health classic idle 0 0 0
integration  psim.kaitotek.element-types  classic idle 0 0 0
integration | psim.kaitotek.elements classic idle 0 0 0
integration  psim.kaitotek.event-types classic idle 0 0 0
integration | psim.kaitotek.events classic idle 0 0 0
integration  psim.kaitotek.system-health  classic idle 0 0 0
integration | psim.lcm.element-types classic idle 0 0 0
integration  psim.lcm.elements classic idie 0 0 0
integration  psim.lcm.event-types classic idle 0 0 0
integration  psim.lcm.events classic idle 0 0 0
integration  psim.lcm.system-health classic idle 0 0 0
integration  psim.ldo.element-types classic idle 0 0 0
integration  psim.ldo.elements classic idle 0 0 0
integration  psim.ldo.event-types classic idle 0 0 0
integration | psim.ldo.events classic idle 0 0 0
integration  psim.ldo.system-health classic idle 0 0 0
integration | psim.marun.element-types classic idle 0 0 0
integration  psim.marun.elements classic idle 0 0 0
integration  psim.marun.event-types classic idle 0 0 0
integration  psim.marun.events classic idle 0 0 0
integration | psim.marun.system-health classic idle 0 0 0
intearation  psim.pavotek.element-tvpes  classic idle 0 0 0
Figure21Part of RabbitMQ queues defined for integration
PSIM

3.4.1.1.2 Scenarios demonstrated

3.4.1.1.2.1 Real-time measurement and monitoring of V2X communications quality to enable safe
and efficient operation of autonomous robot vehicles

Kaitotekds passive network QoS/ QoE me a scontireiong n t

real-time monitoring of the network quality of the network in relation to mission-critical applications
that need to work at all times. The measurement is based on lightweight measurement agents
installed on network devices on which measurement is desired to be carried out. The measurement
is passive, which means that the measurement is done for real active applications without creating
any artificial test traffic that is being measured. The measurement does not have limitations on
applications or network technologies over which measurement is carried out. It can be end-to-end
or on any network path between that.

For measurement, a measurement controller is needed. The measurement will be carried out
manually with a graphical measurement controller but also with a controller developed for automated
management of measurements, which better suits continuous monitoring of network quality.
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In the demonstration, the robot applications are being monitored for Q0S/QoE. The measurement
agent runs on the robot. The other end can then reside in the application server, or having an
intermediate measurement point nearby that. Figure 22 Example measurement scenario illustrates
an example measurement scenario where the quality of the network is monitored from the
perspective of applications used by machines/robots on the field. The QoS measurement happens
between two measurement agents as QoS measurement needs always be a two-point
measurement. Measurement can be carried out between any two measurement points in the network
that determines the measurement path.

-

Machine/Robot

V Maehine/Robt;é ‘

Wireless network

Application server(s)

Backend

.

4} Measurement agent

ﬁ i‘ Measurement controllers
& Results server

Application traffic

Manual measurement

Figure 22 Example measurement scenario

This sub-scenario provides the basis for the sub-scenario on network quality situation awareness
where the results are stored, analysed, and made accessible for further analysis and utilization.

GUT contributes by providing a mobile platform eq

analyse the link quality of V2X communication.
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3.4.1.1.2.2 Localization and/or secure communication for mobile platforms

Mobile platform by GUT (figure below) will be equipped with dedicated sensors that allow to localize
it and track with different accuracy dependent on application needs and available infrastructure.

Figure 23 Mobile platform designed and developed by GUT

JKU will provide UWB-enabled wireless sensor nodes for position estimation.

LCM contributes by providing LCM's UWB localization solution (infrastructure based).

3.4.1.1.2.3 Authentication & Authorization of autonomous units

This demonstrator will be taking place on the GUT campus parking place. An identification device
providing authentication and authorization will be integrated into the autonomous unit of GUT. The
device will be configured via mobile app and all credentials and permissions are synched with the
device via cloud-connectivity and stored in a secure element. The identification device is able to
communicate with the surrounding infrastructure e.g. parking or charging by using BLE v4. Currently
also BLE v5 and UWB are analysed in this project. The identification device builds up a secure
channel to the infrastructure/gateway device and checks their permissions. After the successful
verification of the tickets the device send a command to the autonomous unit that the permission is
valid, as well the infrastructure for further actions (like opening the gate). The owner of the
autonomous unit can check all steps in the mobile App.

Download
ntitlements

--------

---------------------

Figure 24 Identification device
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Figure 25 App for configuration of identification device

3.4.1.1.2.4 Asset tracking at the campus

This demonstrator will be taking place inside a building area on GUT campus. It aims at presenting
how mobile robot (GUT) by entering the restricted zone causes triggering of an alarm which enables
PSIM operator to analyse the whole situation, accessing past locations of the robot.

RESTRICTED ZONE HEE
T

RRRBRR]

Figure 26 Possible place for setting up arestricted zone at GUT campus
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Beacon tracking at the campus area enables real-time visualization using GUT's MPS. The data is
by Vemcobs
(PSIM). PSIM will allow for visualizing historical data of asset tracking for particular time frame, e.g.,
while analysing what was happening before an alarm was raised. Such a functionality will allow to
search for specific causes of an alarm happening i analysing past location within a particular

saved for

timeframe.
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TBB 3.2 TBB 3.3

Increase efficiency and safety

Figure 28 Simplified functional flow of data

3.4.1.1.2.5 Localization awareness i unauthorized presence in the area
The followingd e monstrator i s an extension of MAAsset trac

Detection of personnel's unauthorized presence within restricted area. When the personnel enters
the restricted area (setup zone), alarm is raised and presented to the PSIM operator.
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Figure 29 Planned location of the demonstrator outdoors 1 restricted area highlighted in red

LCM, JKU will provide UWB localization solutions to detect unauthorized access to a certain
restricted area. Vemco is handling the alarm raised after detection of unauthorized presence,
presenting it to the operator to let them decide on how to act. GUT will share their mobile robot and
MPS as an additional source of localization system, to increase overall situational awareness i one
system may detect unauthorized entrance in different conditions than the other one.

New 622AB5
Unautorized presence: Critical

Alarm location: GUT Campus | Experimental zone
Date and time: 20.05.2022,10:30 PM

Alarm kind: Behavior

Data source: JKU/LCM/GUT

MUTE ACCEPT ALARM

Figure30Ex ampl e of alarm raised within Vemcods PSI M pl at
detected by one of the systems

PU (public) | 1.0 | Final Page 37| 121



Description of Work InSecTT

3.4.1.1.2.6 Network quality situation awareness

Results from passive network quality measurements carried out on the field are fed to a results
server that creates a network-wide situation awareness, historical and current, of the network quality.
A single measurement, related to sub-scenario 1.1, can be, e.g., the end-to-end connection quality
of an operative machine (e.g., robot), focused on a mission-critical application(s), or all traffic. The
results server stores results from every measurement in its local time-series database. The results
are visualized as a heat map in the results server portal when geographical location information is
tied with measurement results. Summary reports will be formed to help quickly analyse the network
guality: when problems have happened, what connections have experienced connection quality
problems, and where. The goal is to detect all connection quality problems before they harm
operational efficiency and safety. Measurement results can also be downloaded for more detailed
analysis.

The results server will run on a small-sized industry-grade PC shown in Figure 31. A heat map
visualization of the results server is shown in Figure 32.

Included in WiFi-option

Ethernet port with PoE

Figure3l1Kai t ot ekds measurement device equipped

PU (public) | 1.0 | Final Page 38 | 121

al so



Description of Work InSecTT

qgosium storage

Figure32Heatmapvi sual i sation in theortalesults server 6.

The results server triggers alarms of degraded connection qualities, e.g., due to increased delays,
that are delivered to Vemcods PSIM platform and m
it. A simplified solution diagram is shown in Figure 32 and an example alarm depicted in Figure 33.

--— -
-ﬁ

u

- =

Measurement results .

TBB 3.3 ) delivered in real-time ———————* |
—_

by measurement agents Results server

«—— HTTP(S)
<~ REST API

Increase efficiency and safety

Infrastructure monitoring & inspection

Figure 33 Simplified functional flow of data
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New 626AB5
Low Quality of Service: Critical

Alarm location: GUT Campus | Examed device
Date and time: 20.05.2022,10:30 PM

Alarm kind: Behavior

Data source: KAITOTEK

MUTE ACCEPT ALARM

Figure 34 Example of low QoS alarm raised within PSIM platform

3.4.1.1.2.7 Network Anomaly Detection

The following demonstrator will present hybrid network anomaly detection via mirrored Ethernet
interface in the edge field. If possible this will take place at GUT campus, in case of any problems
with the setup, demonstrator | ocation wil/l i nclud

PAVOTEKGs PAYVSdhaysigit hle bet work and provi dmwith Vemc
detected anomalies.

v n
Alert e

I

" 12 PSIM
: .é*-——f:-‘ = ~@:§ =
; [ cresmnsh ;
- == f
i e—— I :
i - g ;

TBB 2.2 TBB 3.3

Increase efficiency and safety

Increase secure communication

Figure 35 Simplified functional flow of data
The following event can be sent to PSIM platform, to inform the operator about potential risks.
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New 656AG5
Abnormal network functioning: Critical

Alarm location: GUT Campus | Examed network
Date and time: 20.05.2022,10:30 PM

Alarm kind: Infrastructure

Data source: PAVOTEK

MUTE ACCEPT ALARM

Figure 36 Example of abnormal network functioning detection alarm raised within PSIM platform

3.4.1.1.2.8 Image based monitoring

Machine vision-based event detection in smart environments i observing personnel / vehicles.
Anomaly detection event will be sent to VEMCO's platform

For Y3 RabbitMQ integration with Vemcods PSI M is
detected anomaly will be sent to PSIM platform to inform the operator about potential threat.

Event
detection

" Lol \

People / vehicles
TBB 23 TBB3.3

Increase efficiency and safety

Figure 37 Simplified functional flow of data

3.4.1.1.2.9 Security seals monitoring

Security seals monitoring demonstrator focuses on
of overall functioning system and present a possi
demonstrator planned to take place at the campus, with final goal to extend it to other locations |.e.

boat (as on the figure below) or Port of Gdansk. This scenario will be setup as part of
f{semi)Autonomous vessel operations-Re mot e I nventory Management fi.
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TBB 3.2 TBB 3.3

Increase efficiency and safety

Figure 38 Simplified functional flow of data

The primarily recorded seal status will allow to |
RabbitMQ via GUTdés MPS/ ESPAR.

3.4.1.1.3 TBBs demonstrated

The worKk related to demonstrators | ocated at GL
PAVSEC) , TBB 2.3 (WAPI CE Machine Vision Software)
(GUTO6s Object | ocal i\sadizatomand datddddisitdbn applidatien), TBB3.2
( G U TVéirsless connectivity and security tools) TBB 3 UW@B dnd BLB-énsbled wireless

sensornode) , T BB 3 .N2w WSN Qeviéragion Proto22), TBB 3. 3 ( VEMCOO6s PSI NV
KAl TOT E K-tine resutsad¢livery by agents), TBB3 . 4 ( KAI TOTEK®&6s results s

3.4.1.1.4 Progress summaryi Y2

After Y2 many of key functionalities in VEMCOG6s P
A document describing in details the integration process was prepared to simplify integrating with
multiple partners simultaneousl y. VEMGE®&sacdkssbbi t M
accounts with dedicated policies alongside queues were created for communication purposes with

PSIM platform.

Security seal to be developed in next 12 months for final demonstrator i missing RF connection;
tamper bit/seal status analysis in GUT localization system.

Improvement is still on progress for Al Model for the decrease false positive alarms (PAVOTEK).

There is at the moment no camera infrastructure in GUT campus that Wapice could utilize. Need to
discuss with GUT later if we mount cameras there or utilize Wapice's infrastructure. RabbitMQ
integration with Vemco during Y3.

GUT has prepared an infrastructure by mounting communication gateways on the roof of the
building. The gateways connect to the data acquisition and visualization system. GUT has prepared
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a mobile platform controlled by MQTT messages. In Y3 GUT will further work on testing V2X
communication within its infrastructure. Also, the integrationwi t h ot her partner sd s
place.

3.4.1.2 Demo i Port of Gdansk

3.4.1.2.1 General information

Demonstrator will take place in Port of Gdansk, PG Eksploatacja Cargo Terminal, Gdansk, Poland.
The aim is to deploy a localization system of vehicles and investigate radio propagation within such
a harsh outdoor environment - a lot of reflections and interference. The main area of measurement
(Szczeci BGskie Quay) is presented in the figure be

Figure 39 Demo site at Port of Gdansk*

3.4.1.2.2 Scenarios demonstrated

3.4.1.2.2.1 Vehicles localization within Port Infrastructure

The purpose of the scenario is to track the vehicles at the Port facility by exploiting two technologies,
Bluetooth Low Energy (BLE) and GPS. The GUT will mount at one of the Port of Gdansk quaysides
a master device equipped with dedicated ESPAR antennas for localization of the vehicles via
Bluetooth Low Energy technology.

GUT will mount on several Port vehicles a BLE transmitter and GPS. BLE localization algorithms are
under further development by the GUT. GPS will be a reference for the own localization algorithms.

1 sourcehttps://www.portgdansk.pl/en/abeport/terminalsandquays/container_terminar_szczecinskie_quay/
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A harsh propagation environment at Port quay may decrease the accuracy of the vehicle position
estimation via BLE. Nevertheless, the total cost of a localization system would be much lower than
basic GPS with LTE.

GUT has prepared a data acquisition and visualization system. Vehicle tracking would be available
on the Grafana dashboard.

The block diagram of the system is in the figure below.

rgARM

|
%

afl s ’_,g’AR#S

ESPAR#2

=

VAT

MobiIDe#Ol
4, Ext ESPAR#L

i —

- H Eal“.;daster#ozl.

12v/~230v

Publish'mobilei0 ipos:54 371, 16,6138 TRy,

@ . e, readGPS.py
- 1,
e @otEL @ = s
P = P B TELEGRAF § 1 com:
LOCAL Y,

GRAFANA GLOBAL INFLUXDB s
INFLUXDB readRSSl.py

NodeRed

®
MPS
MASTER#VM@CLOUD

MASTER#01@IntelNUC

advertising message
MOBILE#01@ESP32

Figure 40 Block diagram of the system

3.4.1.2.3 TBBs demonstrated

TBB3.2 Dependable (reliable, robust, secure) wireless communication
1 Objects localization. HW and SW for localization of objects, assets and vehicles
9 Visualization and data acquisition application

1 Wireless connectivity and security tools

3.4.1.2.4 Progress summaryi Y2

Till Y2 GUT:
9 agreed with Port authorities on the system requirements and deployment schedule
9 developed localization gateways and localized nodes

1 developed a localization algorithm
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1 prepared a system for data acquisition and visualization
1 performed several measurements at test infrastructure at GUT Campus
In Y3 GUT will:
9 mount hardware within Port Infrastructure and on the vehicles
9 test within a port environment (RF measurements and localization accuracy)

1 Analyse the measurements results and visualize vehicle tracking

3.4.1.3 Demo i Tucana Vessel

3.4.1.3.1 General information

Monitoring of Tucana Vessel on board systems has been updated with an Al based predictive
maintenance algorithm. The algorithm will use the output data from the eleven deployed various
sensors on m/v Tucana, e.g., for the ship engine and electrical batteries. RTE are for Y2 planned for
development, testing and deployment of the predictive maintenance algorithm to be used for the on-
board systems monitoring.

Besides onboard sensors, the Situational awareness system will be deployed on the ship. The
system will provide additional information for the captain about all objects surrounding the ship both
on and just below the surface of the water.

3.4.1.3.2 Scenarios demonstrated

3.4.1.3.2.1 Data analysis for predictive maintenance

A picture is shown below that describes the sensor collection setup.
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Figure 41 Sensor data collection for m/v Tucana

A high-level architecture for the complete predictive module is shown in the picture below.

Overview architecture

Broker
-

. Publish**
Subscribe® Queuel: GUT

Queue2: Vemco

Vemco
software
=RTE

*Subscribe to data originating from GUT sensors ** Publish messages to Vemco sw (message 0c, 0d, 1a or 3a) or to GUT
Figure 42 High-level architecture for the complete predictive module

As can be seen from the architecture diagram, the output of the predictive maintenance module is
made available for the GUI as being developed and integrated by Vemco (alarming Physical Security
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Inf ormati on Management platformds operator). The
is shown in the picture below.

Controller Analyzer
Subscribe to topics
On message
(payload) MSG_ANALYZE
(payload)
Check rules for payload
MQTT
Inveke ML for payload
MSG_ALARM_STATUS
Publish on topic {okinok)
(payload)
ERTE

Figure 43 RTE specific software design (by M24)

R

An example of event (alarm) sent to Vemcobs PSIM platf

New 628AB2

Abnormal conditions: Critical

Alarm location TUCANA Vessel | On-board sensor
Date and time 20.05.2022,10:30 PM

Alarm kind Infrastructure

Data source RTE

MUTE ACCEPT ALARM

Figure44RTEG&6s prediction module event demonstrated

3.4.1.3.2.2 Situational awareness system

The second part of the demonstrator will be the situational awareness system which is composed of
the Flexible payload. The system in the default setup includes two lidars, two RGB cameras and a
radar which are connected to the main box capable of analysing all data on the vessel. The Flexible
payload can be seen in the picture below deployed on the motorboat as the intermediate step before
the demonstrator on the Tucana vessel.
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Figure 45 The Flexible payload on the test boat

All data collected in the system will be displayed for the captain of the ship in real-time to increase
his situational awareness.

@ wsi/robot-NUCSITBEH:9090 - Foxglove Studio - o X
g

base_link ~

risp2_frameg Leaflet| @ Esri— Source: Esn. i-cubed, USDA, USGS, AEX.
base_link GeoEye, Getmapping, Aetognid, IGN. IGP, UPR-EGP, and the
GIS User Community

Figure 46 Raw data visualization
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3.4.1.3.3 TBBs demonstrated

The basis on which to carry out the AData anal ysi
where RTE has developed various machine learning-based algorithms for anomaly detection and
classification that can be used for predictive maintenance. Anomaly detection mainly regards
identifying certain predefined states for the on-board systems on the boat. For Y2, a simplification is

done that will show that the principles work as intended, a so-called proof of concept. The
simplification is done just to short cut the otherwise time-consuming task of labelling the data that

are received from the on-board sensors.

Because of the integr atwokiromBB3I3is ¥ mcluded¢PSIM). at f or m

The situational awareness system include work from TBB3.2 (Flexible Payload)

3.4.1.3.4 Progress summary i Y2

Current status is that the information flow from the boat sensor controller has been setup and is
working. All eleven sensors are active and send at regular intervals when the boat engine is active.
Currently, the data is accessed through the local Influx database but this will be replaced by a Rabbit
MQ queue as seen above. A first very basic predictive maintenance algorithm is being implemented.
Two basic labelsT Ainor mal 10 a n Wil bé osed tonsimplydabelling in this stage of the
development. The labels represent geographical location of the boat inside vs outside the port
boundary. More elaborate states will be introduced during Y3. Depending on which state that is
targeted for detection, there will be an associated ML-algorithm. In the simplest case, a deterministic
algorithm would be the easiest way forward. RTE therefore foresees that the ML-algorithm will need
to be re-designed and elaborated as the states for detection will change during Y3. RTE also
prepares to synthesize data in order to achieve anomalies for the ML model to include in training.
Integration with Vemco platform (GUI) is planned to be ready by M24. This will allow for a first
demonstration to be made. The interface for the integration has been specified and consists of a set
of JSON-formatted messages.

In the case of the situational awareness system in Y2 GUT fully tested the proposed solution on a
smaller vessel. The hardware part of the system is complete and ready to be mounted on the target
vessel.

3.4.1.4 Demo i ISS-RFID Test Vessel operating on Baltic Sea

3.4.1.4.1 General information

Main focus of this demonstrator is to show the security of assets and people on board, with real time
asset monitoring based on active tags attached to the equipment located on the board. The system
will also be able to monitor the crew. The idea is to ensure a safe and secure monitoring and
information about the state of equipment and crew with necessary alarms when there are
discrepancies.

The vessel will be operating in Gulf of Gdansk during summer season (form April to October) and
gathering data.
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Figure 47 Vessel tracking on Baltic Sea
3.4.1.4.2 Scenarios demonstrated
3.4.1.4.2.1 (semi)Autonomous vessel operations - Remote Inventory Management

System uses and a

dapts GUT ESPAR antennas, which monitor the position and status of equipment

and items being stored on vessels. Additionally, 2.4 GHz beacons are used to monitor and manage

the inventory.

Figure 48 Hardware set during tests

System is equipped on small vessel i Parker 690 DC (7.24 m in length, 2.45 beam).
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Figure 49 Test vessel

To boat operates in Gulf of Gdansk, with its main docking area in Gdynia Marina. There are planned
trips from Gdynia to Gdansk, which will take at open sea and in channels around the city.
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Figure 50 Vessel route monitoring

3.4.1.4.3 TBBs demonstrated

ISS RFID includes the work from TBB2.1, TBB3.2 and TBB3.3. All is directly linked to this specific
scenario with regards for parameter collection, assets and crew monitoring and interfaces and
integration.

3.4.1.4.4 Progress summaryi Y2

Preparation for final demonstrator has begun. Initial tests and setups were done at end of Y2. The
organization of demonstrator is according to plan. List of items that can be potentially tagged has
been prepared. Items needed to be tagged and equipped with 10T trackers were verified in possibility
of attaching trackers to them. Design of new loT tags in form of security seals has been started.

Final demonstrator will be ready by M36.

3.4.1.5 Demo i Cetraro harbour (ltaly)

3.4.1.5.1 General information

This demonstrator is relevant to the application of acoustic and magnetic barriers for the protection
of maritime infrastructures. In particular, the proposed scenario is referred to the deployment of
acoustic and magnetic sensors out of a small harbour to identify the passage of potential targets in
the nearest volume of water. The theoretical concept is to build a monitored perimeter around the
infrastructure, but in specific the sensors will be deployed near choke points (e.g., harbour entrance
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channel). An SDN-enabled multi-interface wireless network will be also deployed in the Harbour to
connect the underwater access control system with the remote harbour control room. It is able to
detect DD0S/DoS, and MiTM attacks using an Al-based Intrusion Detection System (IDS) that is
integrated into the ONOS controller of the network, and to provide a redundant and robust wireless
communication based on the use of SDN-enabled multi-interface wireless network nodes, and on a
software application on SDN Controller for automatic wireless interface selection (Reliability

Module).

Underwater

sensors

Figure 52 Underwater sensors and a multi-interface node used to monitor passages through harbour
entrance channel

3.4.1.5.2 Scenarios demonstrated

3.4.1.5.2.1 Port surveillance
The scenario involved the use of (Figure 17):
a magnetic barrier prototype composed of at least three sensors (first phase);
an acoustic barrier composed by at least three sensors (second phase);
An SDN-enabled multi-interface wireless network connecting the terminal of the barriers and

the harbour control room.
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T VEMCO6s data management system.

=
_____ M=
=
e

Figure 53 Architecture for the integration among underwater barriers (LDO), SDN-enabled wireless
network (CINI-UNICAL) and VEMCO platform

The test activities shall not have impact on the daily activities of the harbour, thus the tests will be
performed in a sea area outside the port.

This will also allow safety conditions during the runs of divers and underwater vehicles.

Figure 54 Potential location outside the harbour to perform the tests
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3.4.1.5.3 TBBs demonstrated

The collaboration between LDO and CINI UNICAL allows to demonstrate BBs implemented in WP3.
All functionalities and capabilities developed in BB 3.1, BB3.2 and BB3.3 will be verified during the
live experimental activities performed at sea.

3.4.1.5.4 Progress summary i Y2

According to the planning, the organization of the trials is progressing well.

LDO completed the first prototype of magnetic sensor, prepared a portable version able to manage
two set of transducers that have been integrated together. The magnetic barrier architecture has
been defined and validated.

Figure 55 Magnetic sensor prototype (left) and control console (right)

The preparation of the prototypes for the sea trials is starting, to provide the barrier within M28, so
to perform a first set of tests in M29 7 M30.

CINI-UNICAL has prepared a first release of the SDN network prototype composed of 2 SCNs and
1 controller where the first release of the IDS and the Reliability module have been integrated. The
first test campaign at the Cetraro Harbour has been planned at M25.

The architecture of the acoustic sensor and of the relevant barrier has been defined too, while the
detailed design is proceeding with some months of delay. The goal is to complete the sensors within
M32 and assemble the prototype barrier within M34, to perform the final sea trials in M35.

I n addition, after the tests are performed,
PSIM platform, to inform the operator about potential danger (Y3).

3.4.1.6 Demo i VeNIT Lab (Marmara University Dragos Campus)

3.4.1.6.1 General information

Main focus of this demonstrator is to monitor the connectivity of 10T devices in real-time. The concept
is to be aware of the changes in system performance or connectivity and alert the operator about
these system changes. Lack of data due to communication problems is also taken into account in
this demonstrator and more insights about connectivity problem is evaluated with developed
components to provide processed information to the user.

The system includes software components that are implemented in both 10T device and the edge
device to collect data about link quality, network traffic and run performance measurements. The
data is transferred and stored using reliable network protocols on a database and the APIs for further
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analysis on both real-time and along with historical data are being implemented. The diversity of the
information processing is also enabled with the proposed architecture and will be tested using
VEMCO's platform along with MarUn's provided platform.

3.4.1.6.2 Scenarios demonstrated

3.4.1.6.2.1 Network Quality Monitoring

Parameter/Data collection application is running on a device placed in the field to check access and
measures performance to the APIs and services in the control center. When there is a connectivity
problem or an issue regarding a service, the operator is alerted on graphical monitoring tool. The
tool also provides warnings on performance changes on the network and alerts user per-device/per-
application. Results will be integrated with VEMCO PSIM platform as presented on the figure below.

TBB 21 TBB 2.2 TBB 2.3 TBB 3.2 TBB 3.3

Increase efficiency and safety

Infrastructure monitoring & inspection

Improved interfaces

Figure 56 Simplified functional flow of data

3.4.1.6.3 TBBs demonstrated

BB2.1 - Parameter Collection Application, BB2.2 - Monitoring Platform, BB3.2 - Monitoring Tool,
BB2.3 - Anomaly Detection Algorithm, BB3.3 - Anomaly Detection Application, BB3.3 - PSIM
platform

3.4.1.6.4 Progress summary i Y2

A dedicated RabbitMQ account with dedicated policy and queues access was created for MARUN
to allow to send alerts to VEMCOO6s PSIM platform.
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The applicationso integr at moltiple deviced/eavirdnraeatdestingnp r ov e r
ongoing. The demonstration can be made in MarUn Dragos Campus with current implementation.

Data management platform including MQTT and RESTful API is deployed on a VM in VeNIT Lab.
Monitoring Tool is currently being deployed to a VM having Internet access to test the integration.
The data collection application, anomaly detection algorithm and application are tested and currently
being prepared for demonstrations. The demonstrator schema including building block components
are provided below:

TBE2.3 Anomaly
Detection Algorithm
{MarUn)

Algorithm runs within the application

Anomaly

Alert Déljﬁ!mn
Infarmation Serfalizer
(Marun}

Monitored |

TBE3.3 Anemaly
Detection Application

{MarUn}

Data Alerts Alerts

TBB2.1 TBB2.2 BB3.2

Parameter Monitoring Monitoring

,\ED‘:EE(LW —————Collected Data —» Platfarm fonitored Data: Tool TEE3 3
pplicatian (MarUn) (MarUn) PSIM Platform
{MarUn) (VEMCO)

; Connectivity Asses T
Deployed in VeNIT Lab Deployed in VeNIT Lab VMs

Figure 57 Demonstrator Integration Schema

3.4.1.7 Demo i Pavotek Campus (Teknopark Istanbul)

3.4.1.7.1 General information

This demo will show detecting network anomalies in the edge network with PavSec Hybrid
Anomaly Detection software. In the campus there is several edge network cabinet in the campus,
there will be a PavSec device for each cabinet. Each PavSec analysing edge network and if the
system detect anomaly then sending alarm to VEMCO Platform with RabbitMQ.

3.4.1.7.2 Scenarios demonstrated

3.4.1.7.2.1 Network Anomaly Detection

The following demonstrator will present hybrid network anomaly detection via mirrored Ethernet
interface in the edge field. If possible this will take place at GUT campus, in case of any problems
with the setup, demonstrator l ocation wil/l incl ud

PAVOTEKGs PAYV Sdhaysingit hle bet work and providing Vemc
detected anomalies.
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Alert e

L2 PSIM
é i"'——:’ = ~f*=:;_§ 5
: = wreseens ;
N =S s
: P :
e EE =

" LOILI\ ........
PavSec

TBB 2.2 TBB 33

Increase efficiency and safety

Increase secure communication

Figure 58 Simplified functional flow of data

The following event can be sent to PSIM platform, to inform the operator about potential risks.

New 656AG5
Abnormal network functioning: Critical

Alarm location: GUT Campus | Examed network
Date and time: 20.05.2022,10:30 PM

Alarm kind: Infrastructure

Data source: PAVOTEK

MUTE ACCEPT ALARM

Figure 59 Example of abnormal network functioning detection alarm raised within PSIM platform

3.4.1.7.3 TBBs demonstrated
The main work in here is related to TBB 2.2 (PAVSEC).

I n addition, because of integration with Vemcods

3.4.1.7.4 Progress summary i Y2

A dedicated RabbitMQ account with dedicated policy and queues access was created for PAVOTEK
to allow to send alerts to VEMCOO6s PSIM platform.
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Improvement is still on progress for Al Model for the decrease false positive alarms (PAVOTEK).

3.4.1.8 Demo i UCC Campus (University College Cork)

3.4.1.8.1 General information

This demo concerns the verification of video data streams obtained in an industrial setting, namely
a ship-to-shore crane operating in a container port. See the figures below for a software simulation
of the environment.

Figure 60 Software simulation of a container port

Figure 61 Software simulation (2) of a container port
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The physical demo consists of a miniature replica of part of a container port, in which a model crane,
containers and various vehicles are located. A number of cameras (one of which is mounted on a
camera dolly for tracking shots) provide video data streams of the scene.

3.4.1.8.2 Scenarios demonstrated

The demo will show that anomalous video feeds can be detected by Al methods. An anomalous feed
can be obtained when a user positions or orientates a camera incorrectly, either maliciously or
inadvertently. Therefore, the demo falls into the category of secure port communications.

3.4.1.8.3 TBBs demonstrated

The work is related to TBB 3.1.

3.4.1.8.4 Progress summaryi Y2

A literature search of anomaly detection applied to video streams has been conducted. A list of
materials for the demo has been compiled. Initial real-world (container terminal) video streams have
been collected and provided to UCC.

3.4.1.9 Demo i LCC Client Container Terminal(s)

3.4.1.9.1 General information

This demo concerns the predictive maintenance relating to steel wire rope bending cycle counting
and damage model implementation. Bending cycle counting is executed on the basis of crane log
file using specific algorithms and models developed within LCC and in collaboration with UCC
(algorithm development is ongoing).

3.4.1.9.2 Scenarios demonstrated

The demonstration is intended to demonstrate the feasibility of Al-models for remaining rope life
estimation, and ideally (historical data availability permitting), validation of the method. Therefore,

the demo falls into the category of "Al on computational level (on device and edge)" and Al
wireless systems for smart portcross-d o mai n applicationso.

3.4.1.9.3 TBBs demonstrated
The work is related to TBB 2.3 and Task 5.4.

3.4.1.9.4 Progress summaryi Y2

Method to enable cycle counting direct from crane log files has been provided to UCC. An outline
design of experiments has been conducted with target ports identified and discussions ongoing
regarding the provision of sufficient (historical / regular) data for training and validation of the Al
mo d e | (the objective being to include ireview di
commerci al sensors to provide high resolutio
architecture has been developed.

3.5 Use Case 5.5

3.5.1 Planned demonstrators

The use case 5.5 is about smart and adaptive connected solutions across health continuum. The
main focus of the use case is to improve operational efficiency by reducing the need of redundant
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manual intervention in the operational and non-clinical tasks of a hospital workflow. Multiple
technology building blocks developed by the partners are integrated to the dashboard. The
integrated dashboard provides an overview of the workflow related to the patient. An loT based
hospital bed management solution is developed, which will provide an overview of hospital beds w.r.t
their location and current status. Both these dashboards are adaptive such that the context of the
dashboard is set based on the role of the person interacting with the device.

3.5.1.1 Demo A: Integrated dashboard

3.5.1.1.1 General information

The integrated dashboard provides an overview of the workflow in a hospital. Patient information
and workflow related information are grouped under multiple tabs. Information in each tab is obtained
from various technology building blocks via a REST API. A centralized overview of the patient, asset
and workflow status is available in the integrated dashboard.

Philips Sidekick A DoctorWho~
. Jan Smith D 2 DoB  1975-11-19T01:00:00.000Z Gender male Pathway Sepsis Admission date 22-10-2020 07:37
Length of stay Medicatior A 1 Care Pa
Predicted length of stay Comorbidities (5) ~
2 days +  Chronic atrial fibrillation

- Diabetes type 2
- Controlled atrial Fibrillation (AF)
- Asthma

higher = lower - Obstructive Sleep Apnea (OSA)

o 1 2 ‘. s
Allergies (3)
b ( ___{ { ( {{{ &

Risk factors (1) v

Clinical history (4) e

Predict Unassign Patient

Figure 62 Integrated Dashboard showcasing the integrated TBB: Length of Stay prediction

A use case architecture aligned with the InSecTT HLA is defined, such that integration of the
dashboard with multiple TBB is implemented at L2 layer.
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3.5.1.1.2 Scenarios demonstrated

UC5.5: Smart hospital

Patient monitor
(simulated)

Wireless
optimization

Dashboard Data service ML models Interpretability

L2

HTTP RESTful APIs f HTTP RESTful APIs

LO/L1
Intra-componen
interface

LO/L1
Intra-componen
interface
Image/RF based

LO/L1
Intra-componen
interface

interface

interface interface

case : bed
management

radar and optical
sensor

Integrated Interpretation of Anomaly e Dynamic system
‘ Vital sign M 4
dashboard ML models )
ashboart detection e e model for ECG ‘ AT Wireless
Deafaramca 1ea o e optimization
‘ Reference use ECG ‘ Al analytics of Combination of Wearable IoT framework

exaplainability clinical data ‘

Al interpretability

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6
Figure 63 Use case Architecture aligned with InSecTT HLA

In the integrated dashboard, we demonstrate 6 different scenarios. Each scenario is demonstrated
using TBBs developed by the use case partners. The scenarios demonstrated include:

A Scenario 1: Reference dashboard implementation with basic functionalities (TBB 2.1, 3.1, 3.3)
A Scenario 2: Length of stay prediction with explainability (TBB 2.1)

A Scenario 3: Anomaly detection in ECG and risk score prediction (TBB 2.1, 2.2)

A Scenario 4: Vital sign prediction using real-time camera and radar (TBB 2.1, 2.2, 2.3)

A Scenario 5: Wearable |oT sensor / dynamic ECG model (TBB 2.1, 2.2)

A Scenario 6: Throughput optimization (TBB 2.2, 3.1, 3.2)

3.5.1.1.3 TBBs demonstrated

Multiple TBB are developed within the use case that are demonstrated under the 6 scenarios as
noted in Section 3.5.1.1.2. A common API format is used by all the TBB to demonstrate an integrated
dashboard that interfaces with multiple TBBs as listed below:

1 TBB 2.1: Explainability offline webserver, XGBoost inference engine, ECG risk assessment,
ECG synthesis and learning algorithm, Remote vital signs monitoring

1 TBB 2.2: Learning representations, RF based radar for vital sign monitoring, Automated
wireless traffic modelling

1 TBB 2.3: Camera based vital signs monitoring, Real-time ECG measurement and processing

1 TBB 3.1: Distributed wireless optimization, Asset manager

il TBB 3.3: Scannable universal identifiers

Note that each scenario encompasses multiple TBBs which can be demonstrated individually.
However, Demo A focusses on the demonstrating the functional integration of all the TBB into one
central dashboard.
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Predict button ==

GET
“http://localhost:5ee8/
lofs/${patient }

_ Response
™ FHIR {Length of Stay + Img}

Anomaly detection tab ==

http://ip.address:port
/ad/${patient N

Risk+Anomaly g—0o— |
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Vital signs tab ==
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http://ip.address:port
/vsd/${patient Iy

ECG tab ==
GET

http://ip.address:port

/ecge/${patient }

Connectivity tab ==
GET

“http://ip.address:port
/copt/${Device Y

Figure 64 API based integration of 6 different scenarios
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Figure 66 Anomaly detection principle
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Slice 1 (Video Streaming)
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Figure 67 Al based wireless access point control structure

3.5.1.1.4 Progress summaryi Y2

Significant progress has been made in two aspects, one in the technological improvements of TBB
and two in the integration of TBB into the use case reference implementation. All the partners have
contributed to both of these aspects via technology building blocks. A framework for the final
demonstrator has been set and most of the TBB are integrated to the use case. Technical
improvements made in year 3 will be integrated to this framework demonstrator. In year 3, the
webserver is planned to be conditionally extended with a FHIR server as a technology component.
Any TBB which produces data for the dashboard will interact using a FHIR API at L2 interface of the
InSecTT HLA with the FHIR server. The dashboard will then fetch data or be pushed with the new
data from the FHIR server and not directly from a TBB component as demonstrated in year 2.

3.5.1.2 Demo Bi Asset manager i IoT based Bed management

3.5.1.2.1 General information

In year 2, the asset manager is fully focussed on bed as an asset. Current bed management systems
heavily rely upon manual data entry. Asset manager is aimed at eliminating the need of manual data
entry and automating the workflows surrounding the Hospital bed, such as scheduling of surgeries,
bed cleaning, patient admission/discharge/transfer etc. The bed manager is implemented end-to-
end in terms of microservice architecture, APIs, services, database and 0T device implementation.
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As shown in Figure 68, in iteration 2 the bed manager dashboard is developed as a full-fledged
solution which is almost compliant to be deployed in an hospital environment.

Figure 68 Bed manager dashboard

3.5.1.2.2 Scenarios demonstrated

This is a use case specific scenario demonstrated as reference implementation of an 10T solution in
a hospital environment. This scenario will showcase the RESTful implementation of a microservice
architecture in bed manager use case and the end-to-end implementation of an loT solution
compliant to be deployed in a healthcare environment

3.5.1.2.3 TBBs demonstrated

Multiple use case specific TBB are demonstrated as a reference implementation of the bed
management use case, such as:

i. Location service

ii. Bed Status service

iii. Identity and access management service
iv. Patient data management service

In addition to these use case specific building blocks, TBB3.3: Scannable universal identifiers are
demonstrated in this use case. The RFID tags used by the hospital personal are coupled with the
IAM service such that their identity can be recognized across multiple hospital information systems.

3.5.1.2.4 Progress summary i Y2

A new reference use case of bed management using IoT components has been demonstrated in an
end-to-end fashion. Progress beyond state of the art is clearly visible from the use case
implementation w.r.t status detection using I0T sensors, reduction of manual data entry, bed
availability as a service which converges role, location, and current status information into future
status information of the bed as an asset. Further improvements of the bed management solution in
terms of algorithm improvements, design improvements, security and safety of the patient data is
planned to be investigated in the third year.
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